Backup and Disaster Recovery

A current backup of your Laserfiche server files is essential for quickly restoring
a Laserfiche working environment in the event of server failure. There are many
different ways to backup your Laserfiche installation, and this particular section
will focus on using built-in MSSQL client tools to create an effective database
maintenance plan. There are many different third party solutions available on the
market that will accomplish the same task. Please refer to the manuals for
other products to determine the best method of backing up your Laserfiche
repository.

Laserfiche Architecture Reviewed

Before moving into MSSQL Maintenance Planner, a quick review of the
Laserfiche Architecture will help to determine what is required when backing up
a Laserfiche repository. Every Laserfiche repository consists of the database
files, the volumes, and the index files. These three components are sufficient to
restore a Laserfiche repository. In reality, the database files and the volumes
are the bare essentials necessary to recreate the repository. The index files can
be recreated in a blank search folder whenever the Laserfiche server service is
restarted. By simply reindexing the whole repository, the index files are
repopulated.

There are many different ways to back up the database files and volumes. The
simplest way is to manually copy them to another location or to burn them onto
some media. This is not recommended because it requires the Laserfiche server
service and the SQL server service to be stopped in order to perform the task.
MSSQL Maintenance Planner and other third party software tools allow you to
back up the database and volume files without stopping any services.

MSSQL Maintenance Planner

The MSSQL Maintenance Planner is an easy to use interface that will schedule
your back up schedule.

In the Enterprise Manager, browse to the Database Maintenance Plans for your
SQL Server.
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Right click to create a New Maintenance Plan.

Database Maintenance Plan Wizard - ¥ANCOUYER

Welcome to the Database
Maintenance Plan Wizard

Thig wizard helps pou create a maintenance plan that the SOL
Server Agent can run on a regular basis. With thiz wizard pou
can:

# Run databaze intearity checks.
» Update database statistics.
* Peorform databasze backups.

# Ship tranzaction logs to another server [Enterprise Edition).

Caticel | Help

< Back

Click Next and choose the databasels/ you would like to maintain. In this case, we will be

maintaining the ‘northwind’and pubs’databases.
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Database Maintenance Plan Wizard - ¥ANCOUYER

Select Databases
Select the databases for which to create the maintenance plan.

Al databases
Al system databases [master, model, and medh)

Al user databases [all databases ather than master, model, and medb)

' These databases; |Database

[ . Project_CentralDb

pubs
[ sgbpa -
2 I I ;IJ

< Back I Mest > I

Cancel | Help

Click Next and choose to Reorganize data and index pages and Remove unused space from

database files. The values can be left at their defaults unl

ess you have a specific reason to

change them. To change the schedule of when to run the data optimization, click on Change.

Database Maintenance Plan Wizard - ¥ANCOUYER

Update Data Optimization Information

Az data and index pages fill updating requires more time. Reorganize your data
and index pages to improve performance.

L]

X

[ Reorganize data and indes pages
{~ Reorganize pages with the original amount of free space

10

=1

I'ID _|::‘ % of the database
|5D hE

10 o of the data space

C|

(* Change free space per page percentage to:

[T Update statistice used by quen optimizer, Sample:

¥

move Lnused space from database files |

When it grows beyand:

Amount of free space to remain after zhiink;

Schedule: |Occurs every 1 week(z] on Sunday, at 1:00:00 Ak,

;I LChange. . |

Help

< Back I Mewt » I

Cancel |

Click Next and check Check database integrity and Attempt to repair any minor problems. Do not

click Perform these check before doing backups.
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Database Maintenance Plan Wizard - ¥ANCOUYER x|

Databasze Integnty Check .
Check database integrity to detect inconsistencies caused by hardware or t
zoftware errors.

¥ Check databaze integrity

% |nclude inderes

[V Attempt ta repair any minor problems:

" Exclude indexes
[~ Perfarm these checks before doing backups

Schedule:;
Oceurs every 1 week(z] on Sunday, at 12:00:00 Ak ﬂ

;I Qhange...l
< Back I Mewt » I Caticel | Help |

Click next to specify backup options. Check Back up the database as part of the maintenance
plan and Verify the integrity of the backup when complete. Location to store the backup file

should be set to Disk.

Database Maintenance Plan Wizard - ¥ANCOUYER x|

Specily the Database Backup Plan .
Specify the databage backup plan to prevent data logs due to system failure, t

[V Back up the database as part of the maintenance plaré

[ Werify the integrity of the backup when complete
Location ta store the backup file:
" Tape: j

* Disk

Schedule:;
Occurs every 1 week(z] on Sunday, at 2:00: 000 Ak ;I

;I Change. . |

< Back I Mext > I Cancel | Help |

Click on Change to modify the backup schedule. Ata minimum, Laserfiche
recommends a nightly backup of the Laserfiche SQL database. Schedule
database backups BEFORE the database integrity checks in the previous step. If
this is a 24/7 installation, don’t forget to backup the database on Saturdays and

Sundays.

Laserfiche Administrator’s Training Manual

- 54 -



Edit Recurring Job Schedule

x|

Job name:  [Mew Job) ¥ Enable schedule
 Occurs Wwieekly

" Daily Exery I'I 3: weeklz] on:

& wdeekly W Mon W Tue W wed W Thur [ Fi

 Manthiy Csa T

r— Daily frequency

| 20000 M =

{* Oceurs once at:

' Noend date

 Dcours eveny: |1 ::I IHDUI[S] j Starting at: IW
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r~ Duration
Statdate: | 1/26/2005 =] ¢ Enddate:  [vzmooos -

Help

o]

Caricel |

Click OK and Next to specify where to store the backup file. Choose Use this directory to specify
a backup file location and check Create a subdirectory for each database.

Database Maintenance Plan Wizard - ¥ANCOUYER

Specily Backup Disk Directory
Specify the directony in which to store the backup file,

7]

X

Directory in which to stare the backup file:

£ Uze the default backup directony

& Use this directony: IE:\F'rogram Files\Microzoft SAL Se |

[v Lreate a subdirectory for each database

= [weekls) 7]

[~ Bemove files alder thar: |4

Backup file extenzsion; BAK.

Help

< Back I Mext > I

Cancel |

Click Next to specify whether or not to backup the transaction logs. This is not a required step;
however, if you are installing Laserfiche into an installation where the scanning volume is large,
you may want to consider backing up the transaction logs on a regular basis.
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Database Maintenance Plan Wizard - ¥ANCOUYER x|

Specily the Transaction Log Backup Plan .
Specify the tranzaction log backup plan to prevent failures and operator erors. t

[~ Hack up the tranzaction log as part of the maintenance plaré

¥ | Wenify the integrity of the backup when complete

Location ta store the backup file:

" Tape: j

& Disk
Schedule;

There arz no operations to schedule. ;I

;I Qhange...l
< Back I Mewt » I Caticel | Help |

Clicking Next allows you to specify Reports to Generate. Click on Write report to a text file in

directaory and choose the directory in which you'd like to place the report file.

Database Maintenance Plan Wizard - ¥ANCOUYER x|

Reports to Generate

Specify the directany in which to store the reparts generated by the maintenance t
plan.

I¥ d/tite: report b & test file in directory: IEi \Program Files\Microsoft SOL Se . |
[~ Delete text repart files older than: I4 j IWeek[s] j
™| Send e-mai report b operator: I j |

Mew Dperatar... |

¢ Back I Mest > I Cancel | Help |

Clicking Next to get to the Maintenance Plan History. Here you can specify how to store
Maintenance Plan records. Click the Write history to msdb.dbo.sysdbmaintplan_history table on

this server.

Laserfiche Administrator’s Training Manual

-56 -



Database Maintenance Plan Wizard - ¥ANCOUYER x|

Maintenance Plan History .
Specify how you want bo store the maintenance plan records. '

Local server

Remote serer

v A/fiite histomy to the msdb. dbo. sysdbmaintplan_history table on this server

W Limit rows in the table to: I-I 00a _| rows far this plan

History is added to the madb.dbo. sysdbmaintplan_history table on the remote server.
Windows Authentication iz uged to log on to the remote server.

[~ wiite history to the server: I |

¥ Limit roves it the table fo; I'IDDDD _|j s e this plar

< Back I Mewt » I Caticel | Help |

Click Next to review the items that you have selected and click Finish to create the maintenance

plan.

Test the backup by clicking on Jobs in the Enterprise Manager and getting Properties for the DB
Backup Job.

DB Backup Job for DB Maintenance Plan ‘DB Maintenance Planl® Propettie =

General | Steps I Schedulesl Notificationsl

Mame:

Source: vancouver
Created: 142842005 1:11:12 Pt ¥ Enabled ' Target local server
Categony: IDatabase Maintenance j _I £, Taiget Ll sevss:
| LASERFICHE WHuang |
Description: Mo description available. ;I
[

Last modified:  1/28/2005 1:11:12 Pk Lhange... |

QK I Cancel | Lpply | Help |

Click on Steps and Edit the step listed there.
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Edit Job Step - ¥ANCOUYER', DB Backup Job for DB Maintenance

General I Advanced I

Step name: IStep 1

Tvpe: ITransact-SQL Seript [TSAL)

Databaze: I master

Lef Led

Command:  [EXECUTE master dbo sp_sqimaint N-PlaniDr DE4BET02-4F83-4740B0EZ &

Open... |

Parse | 4| |

o

Gobo: Hiext | Ereviousl Ok I Cancel |

Apply | Help |

Copy and paste the command into the SQL Query Analyzer and run the query.

QL Query Analyzer - [Query - YANCOUYER.master.LASERFICHE  jhuang - Unti

ﬂm} File Edit Query Tools Window Help

=0l
==l x|

Hﬁ H.HQHE.EMWHE |\/}.||Gmaster l

DObiject Browser _I

| E] VANCDUVEF![LASEFIFICHEMhuj

8 WANCOUWVER =
; Ei City of Riverside Digital Aud
Ei distribution
GoldMine_Sales_And_Mark
rmagter
model
mzdb
nottwind
Froject_CentralDb
pubs
sqlbpa
sqlreplenfr
tempdb
Test
testrepl
mmon Objects
Configuration Functions |
[:I Curzor Functions
-] Date and Time Functions
-1 Mathematical Functions
- Agaregate Functions
- Metadata Functions
-1 Security Functions il
4 »

o @é}é}é}é}é}c}é}é}@@@

D

e

EXECUTE waster.dbo.xp_sqglmaint N'-PlanID DS4EE10 .

[ Grids | Messagesl

% Objects I! Templatesl

IUANCOUU|LASERFICHE'|,jhuang(55) [master [o:0m19  [Drows |Ln 1, Col 289 £

|C0nnecti0ns: 1 MUM v

Review the output when the job is done and check the location of the backup file
to verify that the backup completed successfully.
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U sqlbpa =
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&[] tempdb 0

[ Test outpuc N
D testrepl 1

(_] Common Objects 3 .

D Configuation Functions 2 Microsoft (R) ZQLMaint Ttil... —
-] Cursor Functions 3 Copyright (C) Microsoft Cor...

[_1 Date and Time Functions 4 NULL

&+ Mathematical Functions 5 |Logged on to SOQL Server 'VA...

[0 Agaregate Functions pal
-2 Metadata Functions || § as ' VANCOUVER) Administrato...

-2 Security Functions 7 NULL
12 String Functions 8 |Starting maintenance plan '...

B+ System Functi
B[] Spstem Functions 9  |NULL e

[ System Statistical Functiiill I
LI—I D ] Girids | Messagesl

.
5 Objects ! Templates| Query bat [VANCOUWER (5,03 |LASERFICHEYhuang (55) [master |0:01:13  |Grid #1: 41 rows Ln L, Col 1
| |Connections: 1 UM A

Test the backup by restoring it to SQL Server under a different name. We'll be
restoring to a database called ‘northwind2’. In the Query Analyzer, we run:

RESTORE DATABASE northwind?2

FROM DISK="E:\boc\northwind\ northwind_db_200501281018.BAK’
WITH

MOVE 'northwind’ TO ‘e:\boc\northwind_data.mdf’,

MOVE 'northwind_log' TO "e:\boc\northwind_log.ldf’,

REPLACE,

STATS=5
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Laserfiche’

=101%]
SQL Query Analyzer ;lglﬂ ;I

m File Edit Query Tools ‘Window Help =18 x|

|@-sH8 | smednlo @3-

Ubiect Browser | restore datdParse Query (Ctri+FE)j2 =
from disk='e:\boc\northwind\northwind db 200501251015.BAE'
with

8 VANCOUVER = move 'northwind' to 'e:ibochnorchwind data.mwdf!,

D City of Riverside Digital Aud move 'northwind log' to 'e:vbochnorthwind log. l1df',
L) distribution replace, - -
[ GoldMine_Salss_tnd_tark stars=5
D master
[ model
L medb
D northwing =
LI northwind2 -
[ Project_CentralDb 4| | »
G pubs 76 percent restored. ;I
D sabpa S0 percent restored.
G sarephnir 86 percent restored.
D tempdy 91 percent restored.
G Test e 95 percent restored.

= tEShEpI_ 100 percent restored.

3 Common Dbjects Frocessed 388 pages for database 'northwindz', file 'Northwin

[ Configuration Furctions

. Processed 1 pages for database 'morthwinde', file 'Northwind
55| Cursar Furctions RESTORE DATAEASE successfully processed 369 pages in 0.580 se
L1 Date and Time Functions ||
D Mathernatical Functions = 4 | | Ll—l
g A _I —
4 » M Grids Messages I

.
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|
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Notice the command has completed successfully and the ‘northwind2’ database appears in the
Query Analyzer browser.
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Troubleshooting Laserfiche

This section will provide some tips to troubleshooting Laserfiche. The tips
presented are more like guidelines for fixing problems rather than specific steps
to solve the problem. Experience is the most important troubleshooting skill.
Overtime as you deal with more Laserfiche installations, you will get a very good
grasp at how to diagnosis problems.

Because a Laserfiche installation involves so many different components, it is
recommended for a troubleshooter to understand the hardware configurations of
a computer and a typical network. Understanding hardware offered by the latest
technology in the computer market gives not only the ability to troubleshoot but
to also assess the best solution for a Laserfiche installation. This includes
understanding what types of hardware devices are available and which
configuration would give the best solution for the best price.

Identifying the Problem

Problems occur when users report them. Users’ reports are not always very
accurate. Some users may diagnosis the problem themselves and report their
diagnosis rather than report the symptoms. The troubleshooter should always
assume nothing and diagnosis the problem themselves. Be sure to request for
the problem to be recreated in order to get an exact sample of the problem and
symptoms.

Certain questions may help determine what has gone wrong. When did it start
happening? What was changed? How long has it happened? What information is
being reported that leads the user to think there is a problem? In most cases,
something has changed and has caused a problem. Users may say nothing has
changed recently, but it is very likely that users will put up with a problem for a
significant period of time until they decide to report the problem. In addition to
getting the symptoms of the problem, always get the classics such as Laserfiche
version, OS version, hardware specifications, etc.

Isolate the Problem

Isolating the problem helps a lot by getting to the root of the problem. If the
problem is occurring on every client machine, it is very likely to be a server side
issue. If the problem is occurring on a single client machine, it is likely to be a
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local issue to that particular machine. Because Laserfiche involves so many
hardware and software components, a symptom from X could be caused by a
problem with Y. A scanner is not scanning at its optimum speed because the
computer’s performance is too slow to keep up with the scanner or importing
fails because the default volume has been detached.

The three R’s

Many times by simply restarting the application, rebooting the machine, or
reinstalling the software, the problem is eliminated. Restarting the application
or rebooting the machine are typical steps to solving the problem. When it
comes to reinstalling the software, it depends upon what software is being
reinstalled. For example, reinstalling the Laserfiche client should not be a
problem. Reinstalling any server application may require some backing up of
data before performing the reinstallation. Under these circumstances, a
reinstallation of a server side application may become tedious.

Troubleshooter’s Attitude

Unnecessary anxiety should always be avoided. Typical users will take their cue
from the troubleshooter as to how serious the problem is. The troubleshooter
should always remain calm which not only avoids unnecessary anxiety but also
provides a more comfortable environment for the troubleshooter to effectively
solve the problem. If possible, take the problem to your own office where you
can solve the problem in your own working environment and not always have
someone looking over your shoulder.

Troubleshooting Tips in Laserfiche

Laserfiche Licenses

Every Laserfiche software component is installed with a license file, LF.lic. The
license file is eye-readable and includes information like the number of full
users, number of read-only users, server serial number, what type of features
are associated with the product, etc. If the Laserfiche client is returns maximum
connections exceeded, you can see the how many concurrent users were
purchased by looking at the license file.
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Scanners

Be sure that the scanner works through Windows and then attempt to make it
work with Laserfiche. If it cannot even scan into Windows, do not expect it to be
able to scan into Laserfiche. Scanners can be tested through Windows with
Windows scanning interface under the control panel under scanners and digital
cameras.

Scanconnect only works with ISIS scanners. Scanconnect is purchased per
machine. Laserfiche Twain will work with only some Twain scanners, not all
Twain scanners. Laserfiche Twain comes with every Laserfiche Client
installation.

Isis scanners come with troubleshooting modules called Testapp.exe and
Testappn.exe. VCDemo.exe is an equivalent to Testapp.exe but is used for Kofax
Scanners utilizing VRS.

Typical Error Messages

“Server not found” means that the client cannot see the server. This could
possibly be problems with the server machine and its connectivity with the
network, the network as a whole, or the client machine and its connectivity with
the network. Be sure that both the server and the client machines are connected
on the same network and that the server machine is turned on. This problem
may also arise if certain firewalls are preventing the communication between the
client and the server.

The ping command used in the command prompt is very useful in determining
whether a particular machine is able to contact another machine on the network.

“Database not found” means that the server can be seen, but no database was
found on the server. This problem is usually fixed by restarting the Laserfiche
Server Service. Also check the administrator’s console to see if the repositories
are showing up.

A lot of problems arise from Windows security issues. Be sure to use an account
that has administrative privileges when troubleshooting Laserfiche and gradually
minimize rights until you've reached the level of security desired.

Sources of Information

Laserfiche provides a vast amount of information online to assist users in
troubleshooting their issues. The Knowledge Base on the support site, Tech tips,
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and user forums are the main sources of information. Also, Laserfiche manuals
definitely will help with training issues or functionality issues. Your Laserfiche
VAR can also definitely help you with your issues. Sometimes it may be faster to
find the solution yourself before calling into tech support with your VAR.
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